e ? .
_;:g% Pro-Metrics

REVIEW ARTICLE

Relationship between density and recoverability

in social networks

Tulio Andrés Clavijo Gallego', Verenice Sanchez Castillo"

' Universidad del Cauca, Colombia.
Email: t.clavijo@unicauca.edu.co
ORCID: 0000-0003-3737-0542

"' Universidad de la Amazonia, Colombia.
Email: ve.sanchez@udla.edu.co
ORCID: 0000-0002-3669-3123

ABSTRACT

The paper explores elements of the existing literature to investigate the complex relationship be-
tween the density of social networks and their resilience to shocks. Density and recoverability are
key concepts in understanding the strength of social networks. It discusses how a dense social
network can facilitate communication recovery by providing multiple pathways for reorganization
and mutual support among users. However, it can also lead to rigidity and vulnerability to targeted
attacks or systematic failures. The importance of an optimal balance between the density of a net-
work and the diversity of its connections to maximize its recoverability is explored, along with the
role of digital technology and social networking platforms in changing these dynamics. The article
concludes with recommendations for future research and other considerations for designing and
managing resilient social networks, focusing on the need for a better understanding of the interplay
between network structures, social dynamics, and the external factors that influence them.
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INTRODUCTION

IN THE contemporary digital era, social net-
works have established themselves as crucial
platforms for human interaction, information
exchange, and community formation. Such are
the cases of the student research hotbeds in
Colombia, a leading country in this organi-
zational line of training in high study centers
(Gémez Cano, 2022). However, in university
training, the development of digital skills is
essential, which can ensure the comprehen-
sive development of future professionals as
long as they receive continuous training in the

field of these technologies in the formation of
a solid base for working on networks that are
supported by an adequate information culture
(Lopez, 2023).

In this latter environment, Judrez-Escriba-
no (2020) states that the internet constitutes a
platform that contains several cultures grouped
in social networks, always derived from the lat-
ter’s designs, decisions, and products. One of
them is university, where it is possible to find
interactive systems such as Moodle, a useful
platform for developing teaching-learning pro-
cesses. Currently, general references are made
to the Internet of Things or objects based on
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existing interactions with people, groups, and
devices in the virtual world. The above ele-
ments lead, among other tasks, to the consis-
tent preparation of professionals in acquiring
digital skills (Diaz, 2018) (Kumar, 2019). The
importance of this issue is also found in cen-
tralized networks (Mosleh et al., 2024) and
their influence on women and underrepresent-
ed minorities (Wao et al., 2023). These net-
works not only facilitate connections between
geographically dispersed individuals, but they
also act as catalysts for the exchange of ideas,
social mobilization, and the creation of so-
cial capital in the training of professionals by
incorporating them into university teaching
processes (Gémez Cano et al., 2017). However,
to achieve entrepreneurship skills in students
as replacements for current professionals, the
use of tools and proposals for innovative solu-
tions is required (Ripoll, 2023). The study and
management of digital technologies constitute
a substantial element of a continuous learning
process (Ruiz, 2023) with didactic strategies
that encouraged the virtual teaching-learning
modality during the COVID-19 pandemic (Mi-
randa & Sanabria, 2023 ).

The incidence of the SARS-CoV-2 virus was
also shown in the survival of small and me-
dium-sized public companies, as pointed out
by Trawnih et al., (2021) when discussing the
issue in the area of the countries of the Bal-
kan Peninsula, but with universal impact. In
this pandemic context, complex networks have
been a great candidate for the analysis of these
systems due to their ability to address structur-
al and dynamic properties (Scabini et al., 2021).

However, the robustness of these networks in
the face of disruptions, whether cyber attacks,
disinformation campaigns, or abrupt changes
in social dynamics (Michail et al., 2022), rais-
es significant questions about their resilience
in resisting changes (Qi & Mei, 2024; Ward et
al., 2020). This last category, as a concept, has
complex characteristics and presents numerous
approaches in different fields of research. This
problem has been addressed by Liu et al., (2022)
and by authors from King Saud University, who
propose a methodological framework for mea-
suring and evaluating network resilience.

Exploring the complex relationship between
the density of social networks — the number of
connections between members within a net-

work concerning the total number of possible
connections — and their recoverability becomes
crucial. Some authors emphasize the threats
that networks frequently receive, as well as
phishing, malware, cyberbullying, and trolling
attacks with disinformation and the creation of
network vulnerability (Martinez et al., 2021).
Recoverability, defined as the ability of a net-
work to maintain or quickly recover its struc-
ture and function after a disruption, emerges as
a key concept for understanding the resilience
and sustainability of social media platforms.

IMPORTANCE OF NETWORK DENSITY

The term density is recognized as the number
of connections between subjects within a net-
work and their relationship with the possible
connections. This category is presented as an
indicator of internal cohesion and the intensity
of interactions between users. Networks with
high density tend to exhibit a greater propen-
sity for information sharing and, potentially,
greater uniformity in shared norms and values.
However, this density level can give rise to
technological insufficiencies since while the
dissemination of information is facilitated, it
can also lead to the homogenization of opin-
ions and, in extreme cases, to polarization. In
the context of disruptions, a dense network
could be more susceptible to the spread of dis-
information or the impact of coordinated at-
tacks, raising questions about how the struc-
ture of these networks influences their ability
to withstand and recover from such events. In
these issues, it is necessary to recognize the
importance of social networks, both in the
dissemination and dissemination processes of
science and their effects on the development
and competitiveness of productive and service
organizations (Sanchez et al., 2017).

RECOVERABILITY AS A MEASURE
OF NETWORK RESILIENCE

According to Dong & Chia (2022) and Roch-
man et al., (2023)), referring to the dynamic re-
sistance of network systems requires defining
their recovery capacity, which leads to the ad-
justment of their tasks and functions against ex-
ternal disturbances. In other words, the recov-
ery capacity of social networks is synonymous



with the speed and effectiveness with which
they can restore their basic functionality and
the integrity of their social structure after suf-
fering disturbances. Such is the case of optical
networks that show vulnerability to topological
disturbances with changes in the connection
forms of their links (Peng et al., 2021).

This concept encompasses both the resto-
ration of connections between users and the
preservation of the quality and accessibility of
the information shared within the network.
Recoverability indicates the network’s resil-
ience and ability to adapt and maintain its op-
erability in the face of unforeseen changes and
challenges. Documented studies on networks
such as Twitter show that existing tools ampli-
fy misinformation, making it difficult to con-
trol (Mufioz & Bellogin, 2024). However, the
journalistic dynamics in networks studied by
South et al., (2022) on the development of in-
formation flows and the evaluation of content
has allowed the production of new tools for this
purpose, opening new fields of knowledge.

In a world where cyber threats and disinfor-
mation campaigns are increasingly effective,
understanding the factors that contribute to the
recoverability of social networks is essential to
designing more robust and resilient platforms.

THE INTERCONNECTION BETWEEN DENSITY
AND RECOVERABILITY OF NETWORKS

Network density is the relationship between
the number of actual links and the possible
or potential links in a network. A potential or
possible link is a connection that potentially
exists between two nodes (Bhattacharya et al.,
2023). The interaction between the density of
a network and its recoverability after distur-
bances constitutes a relationship that depends
mainly on variables such as the nature of the
disturbance, the specific characteristics of the
network (for example, the distribution of cen-
trality among users ), as well as the platform’s
governance policies and content moderation.

A limitation of the most widely used net-
work scales is their lack of ability to measure
density or connections between network mem-
bers, and to date few works can be found fo-
cused on network density and its association
with health outcomes and the final points. By
assuming the level of importance of the densi-

ty of a network, Brughmans & Peeples (2023)
insist on the need to apply network exploration
methods based on obtaining responses linked
to that and other indicators, such as the most
central nodes and the average length. of a path
through the network.

METHODOLOGY

To investigate the relationship between density
and recoverability in social networks, a meth-
odological approach was adopted focused on re-
viewing the literature and analyzing guidelines
related to the dynamics of social networks. This
analysis included an examination of the origins,
evolution, and implementation of key concepts
within the realm of social media, focusing on
how these aspects contribute to the resilience
and recovery capacity of said platforms.

The methodology was based on the princi-
ples of grounded theory, a qualitative approach
that allows the generation of theories through
the systematic collection, review, and compar-
ison of data (Pérez et al., 2021). This approach
is particularly suitable for exploring complex
and multifaceted areas such as social networks,
where the density of connections and their im-
pact on recoverability after disturbances consti-
tute an emerging field of study.

A search of documentary sources was car-
ried out that essentially included the SCOPUS
and SPRINGER NATURE databases, to ob-
tain the necessary information to support the
construction of new knowledge on the topic
under study. For this purpose, the keywords
“density of social networks”, “recoverabili-
ty of networks” and “resilience of platforms”
were mainly used. The literature review was
designed to identify current trends, relevant
issues, and future research opportunities that
can facilitate the formulation of innovative the-
oretical models and hypotheses that reflect the
current dynamics of social networks in terms of
density and their ability to recover from disrup-
tions or significant changes.

This methodological approach provides a
platform for understanding the interaction
between the structure of social networks and
their post-disruption functionality. It under-
lines the importance of network density as a
critical factor in its ability to maintain or quick-
ly recover its normal structure and operations.
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RESULTS

The great changes that have occurred in recent
years on our planet have generated the inser-
tion of social networks in the economy around
the flow of data, information, and knowledge as
another form of organization of human activity.
These are nodes of subjects, groups, organiza-
tions, and systems that, although they exhibit
differences, are related to each other and can
share conflicts, ideas, and other processes of
human activity. The defining characteristic of
social network analysis is that it focuses on the
structure of relationships, which contrasts with
different spheres of social sciences by focusing
attention on the relationships between the so-
called agents of the processes (Serrat, 2017).

FACILITATION OF RECOVERY
DUE TO GREATER DENSITY

Network density is a property that affects its
efficiency, especially those linked to innovative
processes. However, as stated by Hua & Shao
(2022), there is still no adequate and adjusted un-
derstanding of this characteristic. In this sense,
Moser & Smaldino (2023) highlight the positive
influence on the innovation of the size and rates
of information exchange in networks, which sug-
gests the study of the incidence of the behavior
of individuals and the role they play in groups
to whom they belong. It is necessary to note
that neither rigid nor volatile networks promote
innovation and that its place (locus) is found in
inter-organizational networks. Mannak et al.,
(2023) state that high density is characterized
by a significant number of connections between
network members, fostering an environment
where mutual support and reorganization can oc-
cur more efficiently and effectively. In networks,
properly managing the availability of “packets” of
flows in large data centers and their servers is vi-
tal since their performance is related to informa-
tion processing speed (Liu & Lui, 2020).

A network of dense connections creates multi-
ple channels through which information and sup-
port can flow quickly, which is essential in the
immediate aftermath of a disruption. The pres-
ence of multiple paths for communication and
resource exchange increases the network’s ability
to self-organize and adapt to new conditions, pro-
moting a more agile and robust recovery.
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STIFFNESS AND VULNERABILITY
DUE TO HIGH-DENSITY

The density that facilitates network recovery
can introduce rigidity and increase its vulner-
ability to targeted attacks or systematic fail-
ures. Vulnerability in networks is currently a
problem that requires great attention in insti-
tutions, given the influences they can exert on
the opinions and behavior of those with access
to information. For this reason, some authors,
such as Bruning et al., (2020), propose concepts
for its proper management, such as commit-
ment, self-management, and reliability.

Networks with high density can develop
highly predictable and centralized interaction
patterns, making them susceptible to attacks
that target critical nodes or connections. This
centralization can lead to over-reliance on cer-
tain nodes or groups within the network, where
their compromise or failure could have dispro-
portionately disruptive effects. Furthermore,
density can contribute to forming an “echo
chamber”, where information redundancy and
opinion homogenization compromise the net-
work’s ability to incorporate new information
and adapt to changes, increasing its rigidity and
reducing its overall resilience.

BALANCING BENEFITS
AND CHALLENGES OF DENSITY

According to this analysis, the key to maximiz-
ing recoverability and minimizing vulnerability
lies in finding an optimal balance in network
density. This balance allows you to leverage
the benefits of a densely connected network for
rapid recovery while mitigating the risks asso-
ciated with rigidity and vulnerability to attacks.
Network governance mechanisms, such as con-
tent moderation policies, diversifying connec-
tions, and implementing strategies to increase
the resilience of critical nodes, can play signifi-
cant roles in this balance.

IMPLICATIONS FOR SOCIAL MEDIA DESIGN

The above elements underscore the impor-
tance of carefully considering network struc-
ture when designing and implementing social
media platforms. Cantor et al., (2021) point
out that the complex interaction between



population size, structure, and transmission
mechanisms has important implications for fu-
ture research. However, they affirm that there
is still not enough clarity about the relative
importance of the structure of networks, the
reasons why it is necessary to investigate the
architecture of social networks, and the pace
of cultural evolution.

To foster resilient communities, system de-
signers should strive to create network archi-
tectures that promote the density of connec-
tions to facilitate recovery and mutual support
and incorporate mechanisms to avoid excessive
centralization and encourage diversity and flex-
ibility. Deploying advanced analytical tools to
monitor network health and detect early signs
of tightness or vulnerability can be essential to
maintaining network dynamics in an optimal
state of resilience.

BALANCE BETWEEN DENSITY
AND DIVERSITY

The above analysis shows that social networks
with an optimal balance between the density of
connections and their diversity exhibit remark-
able resilience against external and internal
perturbations. This balance allows networks to
benefit from the rapid dissemination of infor-
mation characteristic of dense networks while
protecting themselves against the risks associ-
ated with homogenization and vulnerability to
attacks, thanks to the robustness provided by
diversity. This characteristic in the connections
introduces a variety of perspectives and infor-
mation essential for the innovation and adapt-
ability of the network.

DEEPENING THE ROLE
OF DIGITAL TECHNOLOGY

Digital technology floods the social universe.
Scientific training is shown on academic plat-
forms (Cardefio & Bonilla, 2023); among the
most used are messaging and social networks
(Gémez et al., 2017). However, technological
development opens new doors to virtual en-
vironments such as the metaverse, which, al-
though it still has its limitations, must provide
unsuspected advances in vocational training
processes (Gonzailez et al., 2023; Anacona et
al., 2019).

The influence of digital technology on shap-
ing the density and diversity of social networks
is multifaceted. Recommendation algorithms,
for example, have the power to reinforce exist-
ing connection patterns and introduce users to
new networks and content. However, there is
a worrying trend towards the reinforcement of
filter bubbles. These algorithms generate ob-
stacles to communication between users of a
network and the segregation of the community
on many recognized platforms for social com-
munication. This phenomenon reduces the net-
work’s overall ability to adapt and recover from
disruptions.

In this context, Sanz-Cruzado & Castells
(2018) state that the diversity of link recom-
mendations in the flow of information through
the network may have potential implications
for mitigating filter bubbles. Designers of social
media platforms must reconsider how technol-
ogies on social media platforms affect dynam-
ics and explore new ways to promote a greater
diversity of connections.

DETERMINING THE INFLUENCE
OF SOCIAL MEDIA PLATFORMS

Social media platforms are facilitators of so-
cial interaction and active configurators of
the social structure in the digital space. They
determine spaces in knowledge management
and university development, essentially in
decision-making (Pérez et al., 2022). In the
latter case, the use of Moodle and its link
with WhatsApp as effective teaching plat-
forms is known (Pérez, 2022) both in educa-
tional guidance and in the training process
itself. Elements that corroborate Pefia et al.,
(2022) on the use of virtual technologies in
the context above. To this end, the impor-
tance of the design and policy decisions of
these platforms in promoting resilient net-
work structures must be highlighted. Those
platforms that actively promote interaction
between diverse groups and facilitate mean-
ingful connections beyond immediate social
circles tend to be better able to withstand
and recover from disruptions. This plac-
es considerable responsibility on platform
designers to create socially enriching and
resilient environments by designing their
structures.



DYNAMICS ALTERED
BY DIGITAL TECHNOLOGY

The interaction between users on social net-
works and how it is influenced by digital tech-
nology reveals a complex network of factors
that affect density and diversity. Features such
as instant messaging systems and discussion
forums can increase the density of interactions,
while personalized recommendations and in-
terest groups can expand the diversity of con-
nections. Han (2023) emphasizes the impor-
tance of interpersonal relationships with social
support in communication through social net-
works. Others, such as Pérez et al., (2023), refer
to the latter’s benefits regarding creating capa-
bilities in digital technologies. However, Mi-
randa et al., (2023) evaluate the global effect of
addicted media on the public. Valladolid et al.,
(2023) affirm that in Peru, the development of
addiction (and obsession) to these networks by
university students is notable and suggest the
study of the issue and the search for solutions
that mitigate the negative effects of the inap-
propriate use of virtual platforms.

It should be highlighted how these tools
can be adjusted to improve the network’s resil-
ience, suggesting a more dynamic and adaptive
approach in designing platform functionalities
that considers the balance between maintain-
ing cohesive communities and encouraging the
exploration of new connections. The role and
importance of networks have been evaluated
by Mercadé-Melé et al., (2017) when comparing
them with information management and the
effectiveness of the press in disseminating so-
cially responsible activities. These authors have
found differences between the media above
and their effects on the public and highlight
the importance of networks. In the same sense,
O"zkent (2022) reports that scientific articles
displayed on social media have higher citation
rates than those that are not linked to net-
works, reasons why they suggest researchers
carry out targeted projects to increase the em-
ployment of the latter, an element corroborated
by Zhang et al., (2020) and Smith et al., (2019).

FINAL CONSIDERATIONS

Social networks constitute a powerful man-
agement tool in the search for successful
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performances by generating advantages in the
competitive order and the sustainability of the
processes (Limas & Sierra. 2023). Up to this
point, a crucial aspect in the field of social net-
works is addressed: the interaction between the
network structure, internal social dynamics,
and external factors, and how these joint ele-
ments influence the resilience and recovery ca-
pacity of networks against disturbances. From
the previous elements, the prevailing need to
deepen the understanding of these complex
interactions is evident to improve both the de-
sign and management of resilient social media
platforms.

The above analysis reveals that a detailed
understanding of the network structure is es-
sential to predict and improve its resilience.
The density of the network, the centrality of
the nodes, and the diversity of connections are
determining factors that can significantly influ-
ence the resilience of a network.

It has been observed that networks with an
optimal balance between density and diversity
are better able to adapt and recover from exter-
nal shocks, thanks to their ability to facilitate ef-
ficient information flow and sustain robust mu-
tual support among their members. However, it
is also noted that excessive density can generate
rigidity and vulnerability to targeted attacks,
highlighting the complexity of finding the ideal
structure that promotes maximum resilience.

In parallel, social dynamics within social
networks, including group formation, shared
norms, and communication practices, play a
crucial role in determining a network’s response
to disturbances. Networks that cultivate a cul-
ture of mutual support and collaboration tend
to show a greater ability to organize and recov-
er from disruptive events. These elements un-
derscore the importance of governance policies
and moderation tools that foster healthy and
constructive interactions, balancing freedom of
expression with the need to maintain the integ-
rity and cohesion of communities.

It has been identified that external factors,
such as technological advances, changes in leg-
islation, and socio-political movements, can
have profound effects on the structures and
dynamics of social networks, altering their ca-
pacity for recovery. The adaptability of social
networks to these external factors emerges as
a critical area of study, suggesting the need



for strategies to anticipate and mitigate such
changes’ negative impacts.

For this reason, the importance of designing
and managing social media platforms with a
comprehensive perspective that considers the
structure of the network, social dynamics, and
external factors is emphasized. This includes
the development of interfaces and algorithms
that promote diversity and resilience, as well as
implementing policies that promote communi-
ty cohesion and the capacity to adapt. Creat-
ing early warning systems and rapid response
mechanisms can be vital to maintaining the
stability and health of social networks in the
face of unforeseen challenges.

The inherent complexity of social networks
and the need for a collaborative approach be-
tween researchers, platform designers, and com-
munity managers to develop more resilient and
adaptive networks is evident. By advancing the
understanding of how network structure, social
dynamics, and external factors influence resil-
ience, we can aim to create digital environments
that better resist disruptions and promote a
healthier space and sustainable social interaction.

This research highlights the complexity in-
herent in the relationship between the density
of social networks and their recovery capacity.
While greater density can provide a solid foun-
dation for mutual support and rapid recovery,
it also carries the risk of increasing rigidity in
those processes with networks vulnerable to
targeted attacks or systematic failures. The re-
sults of this study accentuate the complexity
inherent in social network management and
the need for a balanced approach that considers
both the density and diversity of connections
to maximize resilience. Digital technology and
platform policies are crucial in this balance, of-
fering opportunities and challenges for shaping
resilient social networks.
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